VMWare Initial Setup for New Hardware Server

Based on Cloud South E Server hardware with 16 CPU, 128GB memory, 500GB SSD, 1TB HD, 1TB HD

Logon to new server using its VMWare IP based URL.
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First task is to change the VMWare User Session timeout. Click on the Navigator entry in the top of the left column to
widen it. Click on Manage under the Host entry. Click on the tab for System. Wait for the list to load and display. You
can click and drag the lower right corner of that display window and drag it down to the lower right of its container
window to show as much as it will allow. Look for this entry: click on it to highlight it, then click Edit Option.
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Change the value to 7200 the max it will allow to be put in. That is about 2 hours timeout limit with no page updates.
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Next is to add the Administrator account to VMWare to replace the root logon. Root is the default account for all Linux
based systems, because of that any root account that is active is the target for hacker attacks.
Click on the Security & Users tab. Click on the Add User option.
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Enter the information as shown here, the password is the one in the spreadsheet for all VMWare Administrator
accounts.
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Now to activate the new Administrator account. Click on the Host entry in the left side panel to open its display.
Click on the Actions option, then the Permissions entry.
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Iick on th Add user option.
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In the first box, click its down arrow to find the Administrator user entry to select it. Then in the right drop box select the

»

Administrator role as shown.
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No other options need to changed. Click on the Add User button to save the entry.



Now the Administrator is listed in the users and roles display.
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Logout of the root account.
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Logon to the server again this time using the new Administrator account.
* | P Powerfultocls X | @ Timelog-Pr X | enchanted gri: X Log in - VMw

cure | 154.27.95.139/ui/#/login

Website Developm... Home Development BibleStud g Second Life

vmware

User name Administrator

ot R




* | P Powerfultocls X | @ Timelog-Pr X | enchanted gri: X localhostloca! X
C ﬂ' A Not securs | 154.27.95.13%9/ui/#/host

Website Developm... Home Development | BibleStudyResources Second Life | Cther bookmarks Reading list

vimware ESXi’ Administrator@154.27.95133 ~ | Help = |

ikt (] GetvCenter Server | 51 Create/Register VM | Shut down [Eg Reboot | (@ Refresh | | £F Actions |

localhost.localdomain oPU @ Host

Version:  6.7.0 Update 1 {Build 10302608 ﬁ Create/Register VW

IMeniter —
— - USED: 33 R
|';:| Virtual Machines i State: Mormal (not connscted to any vCen...
—_—
—_—

H storage Uptims: 307 days :"EMORY Shut down
€3, Networking m UseD: 22 [Ry Reboot

STORAGE

e Senvices

USED: 4.24
B, Enter maintenance mode

0 This host is potentially vuinerable fo issues described in CVE-2018-3646, ple

[ Lockdown mode
‘ https://kb.vmware.com/s/article/55636 for details and VMware recommendatiqiiRCIRARES S

' #* Generate support bundle
‘ 0 You are currently using ESXi in evaluation mode. This ficense will expirein § ** i

[ SSH Consolz

» Hardware
Manufacturar Defl Inc.
Model PowerEdge CH220
v @ crU 16 CPUs x Intel{R) Xeon{R) CPU E5-2670 0 @ 2.60GHz
W Memory 9592 GB
Bl Porsistent Memory 0B
v Gy Virtual fiash 0 B used. 0 B capacity
~ €3 Networking

Hostname locathost localdomain

IF addresses 1. vmk: 154.27.95.129

Task ~ | Target ~ | Imitigtor ~ Queuved ~  Stared w | Result a ~ | Complet...
Set Entity Permissions Mone root DS022021 . 05032021 .. o Uompiefed success.. OS022021 .
Sat Entity Permissions 0510352021 .. 08/0372021 .. o Complefed success.. 05/03/2021 ..
Creste User roaf 05032021 . 0503202t 0 Uomplefed success . 051032021
Creste User root 05032021 060372021 .. o Complefed success 08032021 .

Lipdate Options iocalhost localdo.. 050202021 .. 08/03202% .. o Compiefed success.. 05/03:2021 <.




Click on the root entry to select it, then on the +Assign option.
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Select in the permissions drop list the No Access option. Click on the Assign role to save the change.
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Now the root account is disabled from logon. This will have to be redone should Cloud South ever has to do any
access to the server. They reset the options to only root access and any other users are excluded.
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Now to set the license for VMWare. Again, Click on the Host in the Navigator and its Manage entry. Then click on the
Licensing tab.
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This license key is the free community license provided for this use.
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VMWare will validate the key and you click the Assign License button.
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MWare License is applied. Ready to continue with Networking setup.
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